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Data Privacy
Data breaches make big headlines.
Consumer awareness and education is growing.
Consumers want more control of their data.
Specifically, consumers are demanding:
Information – What are you doing? Why?
Security – Protect my data. Report breaches.
Control – Visibility. Opt-in. Erasure.
Governments are now regulating to make sure this
happens.

http://www.bbc.co.uk/news/technology-41291643

General Data Protection Regulation (GDPR)
GDPR Regulation (EU) 2016/679
In force from 25th May 2018

Who must be compliant?



Any company within the EEA states, and any company
worldwide which is processing data of European nationals.
(Everyone!)

Breach Notification/Penalties
Mandatory breach notification within 72 hours.
Maximum fines now significant – up to 4% of turnover.
Rights to process data can be withdrawn in extreme cases.

Key Facts

This presentation does not discuss all aspects of GDPR. We cover key aspects only.

Personal Data
Any data relating to a living person who can be identified.
Examples: Name, address, email, biometric, geo-location
information, IP address.
Sensitive personal data includes race, ethnic origin, political
opinions, religion, health, sex, etc.

Key Principles
Personal Data must be:
1. Processed lawfully, fairly and transparently;
2. Collected for specific, explicit and legitimate purposes;
3. Adequate, relevant and limited to what is necessary;
4. Accurate and, where necessary, kept up to date;
5. Held for no longer than is necessary;
6. Ensures appropriate security of the personal data,

Roles
Data Controller
Determines the “means and purpose” of processing.
Data Processor
Processes the data on behalf of the controller.
Data Subject
An individual who is the subject of personal data

Subject Rights

Data subjects have a right of access to their personal data.
Access is not chargeable, and must be given with one month.
They also have the right to erasure (the right to be
forgotten).

Lawful Processing
Processing is Lawful if one of these apply

The Data Subject has given consent.
Consent is an “affirmative act” which is

“freely given, specific, informed and
unambiguous”.
Consent can be withdrawn.

1. Consent is given;

2. It is required to perform or enter a contract with
the Data Subject;
3. Legal obligations of the Data Controller;

Consent: Explicit or unambiguous
Data is captured and processed when
establishing a new contract.
Another regulation requires the Data
Controller to do this processing.

4. Vital interests of a person;
5. Public interest;
6. Legitimate interests of the Data Controller;

A person is in a life or death situation.

Applicable to public bodies only….
Covered in next slide.

Legitimate Interests is a balance between Data Controller and Data
Subject

Data Controller

Data Subject

Do I need to perform this processing to provide
my service?
Have I evaluated fully the interests of the Data
Subject?
Do I have sufficient safeguards in place?
Does this processing use automated profiling?

Can I see a negative impact of this processing?
Do I expect this processing to take place?
Do I understand the nature of the processing?
Do I feel I have given my consent fairly?

In most cases, GDPR is not prescriptive.
Decisions are based on your business, your
service and your customers.

Always document your
decisions. You may be required
to provide evidence later.

GDPR in Practice
Discover
And Classify

Assess

Manage

What data am I capturing?
Is it personal in nature?
How and where is it processed?
What policies, contracts, etc do I have?
Include discovery in third party processors.

What governance changes do I need?
What technology changes do I need?
What is essential data for my business?
How can I engage my Data Subjects?
How can I obtain consent, if required?

Ongoing compliance is essential.
All changes require assessment.
Your staff need to be trained.
What’s my breach incident process?

Top Three Messages
Governance
Appoint a Data Protection Office,
independent if possible.
Get board level buy-in.
Customer Communication Strategy
Agree how you will communicate with your
customers.

Culture
Train your staff.
Document your decisions.
Privacy by design.
IT Security is important, but initial
steps should be to get processes
and governance in place.

Example 1
Targeting Advertising / Recommendations

•

Targeting using personal data should provide a better
customer experience – benefits for both Data Controller
and Data Subject.

•

You need to confirm your stance on consent, which may
depend on the service you are offering.

Targeting can become “spooky”. Targeting based on web
history is one example. This can raise concerns for users.

GDPR does address automated profiling, so please review.
There is no human decision, so extra controls may be
needed.

Increasing Sensitivity

Both of these services can be offered to consumers without
personal data processing.

No Targeting
Simple Targeting Based on User
Provided Demographics
Targeting Based on Service
Usage
Targeting Based on Third Party
Demographics
Targeting Based on Third Party
Usage

Example 2
No Personal Data Collected

Broadcast Data Collection Apps
-

•

Data Subject has no knowledge of processing and has not
given consent.

•

Identity of Data Controller not known to Data Subject.

•

Personal data could be transferred (e.g. IP address or
accurate geo-location).

This is very problematic for GDPR.

Either avoid personal data, or
Explore options for anonymization can be used here.

Personal Data Collected but
Anonymised
-

Personal Data Collected

Increasing Sensitivity

A ‘silent’ broadcast app launches to send device data back to
a data centre.

Sources of Information
The Internet is a valuable source of information for GDPR.
Numerous government, professional and legal sites are offering guidance.

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN (EU Regulation)
http://www.eugdpr.org/ (Public education site)
https://ico.org.uk/for-organisations/data-protection-reform/ (UK ICO)
https://iapp.org/ (International Association of Privacy Professionals)
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